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SEPARATION OF PACKET REGISTRATION 
FROM MOBILE DEVICES 
TECHNICAL FIELD OF THE INVENTION 

The present invention relates generally to communications systems and more 
particularly to separation of packet registration from mobile devices. 
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BACKGROUND OF THE INVENTION 

Internet protocol (IP) networks route packets based on network and subnet 
identifiers encoded in each packet. Because early IP networks could easily be divided 
into networks and subnets based on geographic location of equipment and because IP 
networks developed before widespread deployment of wireless equipment, little or no 
attention was given to problems associated with moving IP devices. Due to the nature 
of IP, a device may not attach to a network other than its home network and still 
receive packets normally. That is, routing protocols, firewalls, and other protocols 
aimed at error and fraud prevention work together to prevent packets from being 
delivered to a device not connected to its home network. 

To overcome these problems, standards for mobile IP devices have been 
developed to permit mobile devices to retain a single IP address and yet receive 
packets when roaming in foreign networks. Specialized mobile IP software, when 
used by mobile devices, allows the mobile devices to register to receive packets while 
roaming in a foreign network. As a result of this registration, packets are redirected 
from the home network of the mobile device to the foreign network using a process 
known as tunneling. However, mobile IP software has not been widely deployed, 
since use of mobile IP requires specialized software and, in many cases, may disrupt 
the operation of other software not specifically designed for use with mobile IP. For 
example, a standard web browser or voice chat software may not operate properly in a 
mobile IP environment. 
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SUMMARY OF THE INVENTION 

In accordance with the present invention, techniques for separation of packet 
registration from mobile devices are provided which substantially eliminate or reduce 
disadvantages and problems associated with previous techniques. In a particular 
5 embodiment, the present invention satisfies a need for mobility of internet protocol 
(EP) enabled wireless communications devices between networks without requiring 
the devices to have an awareness of the mobility. 

According to one embodiment of the present invention, a communications 
system includes a mobile unit having an IP address corresponding to a home network 

10 and a home agent in the home network. The home agent registers foreign agents to 
receive redirect packets containing information for delivery to the mobile unit and 
communicates these redirect packets to registered foreign agents. The system also 
includes a base transceiver station that receives a device identifier from the mobile 
unit, identifies the home agent based on the device identifier, and requests 

15 subscription information from the home agent, with the subscription information 
including the IP address of the mobile unit. The base transceiver station also initiates 
registration of a foreign agent with the home agent based on the subscription 
information. Thus, the system also includes the foreign agent that registers with the 
home agent, receives the redirect packets, and communicates information from the 

20 redirect packets to the mobile unit using the base transceiver station. 

In accordance with another embodiment of the present invention, a method for 
supporting data communications receives a device identifier from a mobile unit, 
determines a home agent for the mobile unit based on the device identifier, and 
requests subscription information from the home agent, with the subscription 

25 information including an IP address for the mobile unit. The method also initiates 
registration of a foreign agent with the home agent, with the registration permitting 
the foreign agent to receive redirect packets from the home agent. The redirect 
packets received by the foreign agent from the home agent contain information for 
communication to the mobile unit. More specifically, the method begins receiving the 

30 redirect packets in advance of establishing a data link layer connection with the 



ATTORNEY'S DOCKET PATENT APPLICATION 

062891.0443 

4 

mobile unit to support a substantially seamless handoff of a data communications 
session of the mobile unit. 

Various embodiments of the present invention provide a number of technical 
advantages. These techniques support the mobility of IP-enabled mobile 
communications devices between networks without requiring the devices to have an 
awareness of the mobility. Thus, neither a mobile device nor its modem needs an 
awareness of network layer mobility. Rather, the foreign network providing IP access 
ensures continuity of network connectivity. For example, consider a radio access 
network (RAN) providing data communications services for a wireless IP-enabled 
mobile device. Elements within the RAN, upon detecting the mobile device, 
determine whether the mobile device subscribes to IP services with a remote home 
network and, if so, register to receive packets from the home network for 
communication to the mobile device. 

Moreover, a wireless network may register in advance of providing data 
communications services for a mobile device to provide a substantially seamless 
handoff when initiating data communications services for the mobile device. For 
example, using these techniques, a wireless network may begin receiving packets for 
communication to a mobile device in advance of a data link layer handoff of the 
mobile device to the wireless network. This in-advance registration, in addition to 
reducing breaks in packet communications, supports time-sensitive and streaming 
data communications session, such as voice over internet protocol (VoIP) 
communications. Moreover, these techniques permit wireless networks to make 
roaming and handoff decisions using traditional techniques, since the mobile devices 
need not differentiate between wireless data communications sessions and other types 
of wireless communications. 

Other technical advantages of the present invention will be readily apparent to 
one skilled in the art from the following figures, descriptions, and claims. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

For a more complete understanding of the present invention and its 
advantages, reference is now made to the following descriptions, taken in conjunction 
with the accompanying drawings, in which: 
5 FIGURE 1 illustrates a communications system having networks supporting 

mobility of IP-enabled wireless devices; 

FIGURE 2 is a block diagram illustrating a base transceiver station from the 
system; and 

FIGURE 3 is a flowchart of a method for supporting mobility of IP-enabled 
10 wireless devices. 
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DETAILED DESCRIPTION OF THE DRAWINGS 

FIGURE 1 illustrates a communications system, indicated generally at 10, 
having a home network (HN) 12, which includes a home agent (HA) 14, coupled 
using a communications network 16 to a foreign network (FN) 18, which includes a 
foreign agent (FA) 20 and a base transceiver station (BTS) 22. System 10 also 
includes a mobile unit 24 that is registered for internet protocol (IP) services in home 
network 12. That is, mobile unit 24 has an IP address with a network identifier that 
indicates home network 12. In general, foreign network 18 supports IP -enabled 
wireless communications for mobile unit 24 while mobile unit 24 roams in a service 
area of foreign network 18. More specifically, elements in foreign network 18 
register to receive IP packets from home network 12 for communication to mobile 
unit 24. The elements in foreign network 18 may register in advance of a handoff of 
mobile unit 24 into foreign network 18 to support network layer mobility of mobile 
unit 24. Thus, foreign network 18 supports network layer mobility of mobile unit 24, 
while mobile unit 24 need not have an awareness of this network layer mobility. 

Mobile unit 24 represents any suitable wireless device that provides wireless 
communications for voice, data, video, signaling, control, telemetry, and/or other 
transmissions using any suitable wireless communications protocols by establishing 
wireless links with stations 22. Moreover, mobile unit 24 may support packet-based 
communication of data packets containing any suitable information. Mobile unit 24 
may be an analog or digital cellular telephone, personal digital assistant (PDA), pager, 
laptop computer, or other suitable wireless device providing wireless services for 
subscribers. Wireless links represent any channel or channels established between 
devices for the persistent, periodic, or sporadic communication of information using 
any suitable wireless communications protocols. Thus, stations 22 represent hardware 
and/or software supporting wireless links with mobile units 24. 

Home network 12 represents any collection and arrangement of 
communications devices, such as a radio access network (RAN), supporting wireless 
communications for a particular service area. In this illustration, home network 12 
represents the home with respect to mobile unit 24. Thus, in this example, home 
network 12 represents the network in which mobile unit 24 has subscribed to receive 
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wireless services, including IP communications services. Home network 12 includes 
devices having addresses that correspond to the network or subnet address assigned to 
mobile unit 24. For example, home agent 14 and mobile unit 24 each have assigned 
IP addresses, with the network or subnet portions of these addresses being identical. 

Foreign network 18 represents any collection and arrangement of 
communications devices, such as a RAN, that provides wireless communications 
services for a particular service area. In this illustration, foreign network 18 
represents networks foreign with respect to mobile unit 24. Thus, foreign networks 
18 represent wireless networks other than home network 12. Therefore, foreign 
network 18 includes devices having different network or subnet addresses than mobile 
unit 24. Foreign network 18 may include any number of stations 22 for establishing 
wireless links with wireless communications devices, such as mobile unit 24. Thus, 
foreign network 18 provides wireless services for mobile unit 24 when mobile unit 24 
roams into the service of foreign network 18. 

Home agent 14 and foreign agent 20 represent communications devices for 
receiving and transmitting information, such as receiving and transmitting BP packets. 
Moreover, home agent 14 and foreign agent 20 include hardware and/or software that 
supports IP communications sessions for mobile unit 24 while mobile unit 24 roams 
in foreign network 18. In this illustration, home agent 14 and foreign agent 20 are 
home and foreign with respect to mobile unit 24. That is, home agent 14, foreign 
agent 20, and mobile unit 24 each have assigned IP addresses that include a network 
or subnet identifier. The IP addresses of home agent 14 and mobile unit 24 have 
identical network or subnet identifiers, while the IP address of foreign agent 20 has 
different network or subnet identifiers. 

While mobile unit 24 roams in foreign networks 18, home agent 14 acts as a 
central point of contact for receiving packets for communication to mobile unit 24. 
For example, home agent 14 may receive packets addressed to an IP address assigned 
to mobile unit 24. Home agent 14 then "tunnels" these packets to foreign agents 20 
communicating with or likely to communicate with mobile unit 24. Packet tunneling 
refers to any techniques for bypassing standard routing protocols to deliver packets to 
a communications device coupled to a network other than its home network. For 
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example, home agent 14 may tunnel packets to foreign agent 20 by encapsulating 
received data packets in redirect packets that are addressed to foreign agent 20. 
However, system 10 contemplates home agent 14 using any suitable techniques for 
generating redirect packets encapsulating information from data packets for mobile 
5 unit 24 and communicating these redirect packets to foreign agents 20. Thus, while 
mobile unit 24 roams in foreign network 18, foreign agent 20 acts as a local point of 
contact for mobile unit 24. Foreign agent 20 receives redirect packets containing data 
information for communication to mobile unit 24 from home agent 14 and directs the 
communication of this information to mobile unit 24 by stations 22. 

10 Communications between elements of home network 12 and foreign network 

18 take place using communications network 16. Communications network 16 may 
include any collection and arrangement of hardware and/or software for 
communicating information between multiple devices. For example, communications 
network 16 may be one or a collection of components associated with the public 

15 switched telephone network (PSTN), local area networks (LANs), wide area networks 
(WANs), a global computer network such as the Internet, or any other 
communications equipment suitable for providing wireless and/or wireline 
communications. 

To support IP data services for mobile unit 24, home agent 14 may couple to a 
20 memory 26 that, in this example, includes mobile IP information 28. Memory 26 
represents any collection and arrangement of volatile or non-volatile, local or remote 
devices suitable for storing data, for example, random access memory (RAM) 
devices, read only memory (ROM) devices, magnetic storage devices, optical storage 
devices, or any other suitable data storage devices. Thus, system 10 may distribute 
25 memory 26 among one or more components, including within home agent 14. Mobile 
IP information 28 represents data providing address information for mobile devices 
serviced by home agent 14. According to a particular embodiment, this includes 
information associating mobile devices, by device identifiers, with IP addresses. For 
example, an entry in mobile IP information 28 may identify mobile unit 24 by a 
30 device identifier and include an IP address assigned to mobile unit 24. Upon 
receiving an appropriate request, home agent 14 may access mobile IP information 28 
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to determine an IP address associated with a particular device identifier. For example, 
station 22 may determine a device identifier for a mobile unit 24 and request an IP 
address associated with that device identifier from home agent 14. 

In operation, elements in foreign network 18 provide wireless services for 
5 mobile unit 24, including wireless IP data services. Foreign network 18 supports 
network layer mobility for mobile unit 24 by detecting mobile unit 24, determining an 
IP address associated with mobile unit 24, and registering to receive redirected data 
packets from home agent 14. According to a particular embodiment, station 22 
detects mobile unit 24 when mobile unit 24 moves into or near a service area of 

10 foreign network 18. Station 22 may detect mobile unit 24 using any suitable cellular 
triggers. For example, station 22 may detect when mobile unit 24 turns on, when 
mobile unit 24 registers with station 22, when the signal strength received from 
mobile unit 24 exceeds some threshold, or may detect any other suitable trigger. In 
detecting mobile unit 24, station 22 determines a device identifier for mobile unit 24. 

15 The device identifier represents any information for identifying mobile unit 24, such 
as a mobile identification number (MIN), an equipment serial number (ESN), or other 
suitable identifier. Station 22 may receive the device identifier from mobile unit 24, 
for example, as part of a request to register received from mobile unit 24. 

After determining the device identifier for mobile unit 24, station 22 

20 determines the home IP network for mobile unit 24, which in this case is home 
network 12. Station 22 also determines whether mobile unit 24 subscribes to IP data 
services and, if so, determines the IP address associated with mobile unit 24. For 
example, using the device identifier, station 22 may determine an IP address for home 
agent 14 and request subscription information for mobile unit 24 from home agent 14. 

25 In response to this request, home agent 14 may access mobile IP information 28 to 
determine whether mobile unit 24 subscribes to IP data services and, if so, to 
determine the IP address associated with mobile unit 24. Home agent 14 may then 
return this subscription information to station 22. 

Before returning subscription information, home agent 14 may perform 

30 authentication on station 22. For example, station 22 may provide cellular 
authentication parameters and perform challenge/response procedures with home 
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agent 14. According to a particular embodiment, station 22 and home agent 14 
perform authentication procedures that do not require access to IP data session 
information for mobile unit 24, such as access to point-to-point protocol (PPP) 
passwords or mobile IP hash information. However, system 10 contemplates station 
5 22 using any suitable techniques to determine the IP address associated with mobile 
unit 24. Thus, station 22 may maintain a local database linking device identifiers with 
home agent addresses and assigned IP addresses. 

After determining the IP address of mobile unit 24 and the IP address of home 
agent 14, station 22 initiates registration of foreign agent 20 to receive redirect 

10 packets from home agent 14. According to a particular embodiment, station 22 
communicates the IP address of home agent 14 and the IP address of mobile unit 24 to 
foreign agent 20. Foreign agent 20 uses this information to register to receive redirect 
packets containing information for communication to mobile unit 24. According to a 
particular embodiment, foreign agent 20 uses the IP address of home agent 14 and the 

15 EP address for mobile unit 24 to request the establishment of a tunnel from home 
agent 14 to foreign agent 20. For example, foreign agent 20 may communicate a 
tunnel establishment request to home agent 14 that includes the DP address of mobile 
unit 24 and an IP address for foreign agent 20. 

Responsive to this request, home agent 14, using any suitable techniques, 

20 registers foreign agent 20 to receive redirect packets containing information for 
communication to mobile unit 24. During a communications session, home agent 14 
receives data packets containing information for communication to mobile unit 24. 
These data packets may contain any suitable information, such as voice information, 
data, video, audio, images, and/or other appropriate information. Upon receiving data 

25 packets addressed to mobile unit 24, home agent 14 tunnels these packets to foreign 
agent 20. For example, home agent 14 may encapsulate the data packets within 
redirect packets addressed to foreign agent 20. However, as previously discussed, 
home agent 14 may use any suitable method for encapsulating information from 
received data packets into redirect packets. For example, home agent 14 may 

30 aggregate received packets, parse received packets, readdress received packets, 
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extract information from received packets, or otherwise modify received packets 
when reforming these packets as redirect packets. 

Because foreign agents 20 may register with home agent 14 at any time, home 
agent 14 and foreign agent 20 may establish a tunnel in advance of mobile unit 24 
5 roaming into foreign network 18. Thus, foreign network 18 may begin receiving 
packets for communication to mobile unit 24 in advance of actually servicing a data 
communications session for mobile unit 24. This supports a virtually seamless 
handoff of mobile unit 24 into foreign network 18 and helps to prevent loss of packets 
during a data communications session. Moreover, these techniques permit foreign 
10 networks 18 to handle network layer mobility for mobile devices without requiring 
mobile devices to have an awareness of network layer mobility. More specifically, 
mobile devices need not register with home agent 14 or foreign agents 20 in order to 
receive IP communications while roaming in foreign networks 18. 



15 between home agent 14, foreign agent 20, and station 22, system 10 contemplates any 
suitable distribution of functions between various elements. More specifically, 
system 10 contemplates any appropriate distribution of the functions described for 
foreign agent 20 and station 22 among elements in foreign network 18. Thus, foreign 
agent 20 may perform many of the functions described for station 22, and/or station 

20 22 may perform many of the functions described for foreign agent 20. That is, system 
10 contemplates any suitable distribution of functionalities between elements to 
separate packet registration from mobile unit 24. 

FIGURE 2 illustrates functional elements of an exemplary base transceiver 
station 22 that include a processor 40, a network interface 42, a memory 44, and a 

25 wireless interface 46. In general, station 22 provides wireless services, including IP 
data services, for local and foreign mobile devices. For foreign devices having IP 
data services, station 22 supports network layer mobility, allowing foreign mobile 
devices to operate without an awareness of network layer mobility. More specifically, 
station 22 initiates registration with home network 12 of a foreign device to insure 

30 network layer connectivity upon commencing to provide wireless services to the 
foreign device. 



While the preceding examples focused on specific separations of functions 
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Processor 40 controls the management and operation of station 22 by 
accessing information stored using memory 44, using network interface 42 to 
communicate with other devices, and using wireless interface 46 to communicate with 
mobile devices such as mobile unit 24. As with memory 26, memory 44 represents 
5 any suitable local or remote data storage devices. In this example, memory 44 stores 
applications 48, agent information 50, and mobile device information 52. 
Applications 48 represent software, code, logic, and/or other suitable modules for use 
by processor 40 in controlling the operation of station 22. Agent information 50 
includes information for use by station 22 in identifying foreign agent 20 to service 

10 wireless communications for foreign mobile devices such as mobile unit 24. For 
example, agent information 50 may include an IP address for foreign agent 20. 

Mobile device information 52 includes information for determining home 
agent 14 for a mobile device based on some device identifier. For example, mobile 
device information 52 may include an entry for mobile unit 24 that includes the 

15 device identifier for mobile unit 24 and a corresponding IP address for home agent 14. 
According to a particular embodiment, mobile device information 52 includes a home 
location register (HLR) and a visitor location register (VLR) for identifying local and 
foreign wireless devices. However, while this FIGURE illustrates specific 
information stored by memory 44, system 10 contemplates station 44 storing any 

20 suitable information using any appropriate data storage techniques. Thus, for 
example, station 22, using memory 44, may also store information such as that 
included in mobile IP information 28. Therefore, in addition to identifying home 
agent 14 by device identifier, station 22, using memory 44, may also identify an IP 
address for a mobile device based on a device identifier. 

25 In operation, station 22 provides wireless communications services for mobile 

devices using wireless interface 46. To provide these wireless services, station 22 
detects mobile devices as they enter into a service area of station 22. As previously 
discussed, station 22 may use any suitable criteria and triggers to detect mobile 
devices. Upon detecting a mobile device, station 22 attempts to identify the mobile 

30 device, for example, by requesting a device identifier from the mobile device. Using 
the device identifier, station 22 accesses mobile device information 52 to determine 
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home network 12 for the mobile device. For example, upon determining a device 
identifier for mobile unit 24, station 22 may use the device identifier to determine an 
IP address for home agent 14. Among other things, this permits station 22 to 
determine whether the mobile device is a local or a foreign mobile device. For local 
mobile devices, station 22 need not provide any specialized registration for IP data 
services, since the mobile device is within its home service network. 

For foreign mobile devices, station 22 determines whether the foreign mobile 
device has subscribed to IP data services and, if so, determines an IP address for the 
foreign mobile device. According to a particular embodiment, station 22 contacts 
home agent 14 for the foreign mobile device to obtain subscription information, with 
the subscription information including the IP address assigned to the mobile device. 
However, as previously discussed, station 22 may access any suitable database to 
determine subscription information for foreign mobile devices. Thus, station 22 may 
maintain mobile IP information 28 using memory 44 to permit station 22 to determine 
an IP address for foreign mobile devices without contacting home network 12. 

Using the subscription information for a foreign mobile device, station 22 
initiates registration of foreign agent 20 to receive redirect packets from home agent 
14. According to a particular embodiment, station 22 communicates the IP address of 
the foreign mobile device and the IP address of the associated home agent 14 to 
foreign agent 20, and foreign agent 20 uses this information in addition to an IP 
address for foreign agent 20 to request tunneling of redirect packets from home agent 
14 to foreign agent 20. At this point, foreign agent 20 may begin receiving redirect 
packets from home agent 14 containing data packets or other information for 
communication to the mobile device. Foreign agent 20 and station 22 may coordinate 
using any suitable techniques to communicate the information encapsulated within the 
redirect packets to the mobile device using any suitable wireless communications 
protocols. 

While this example includes specific functional elements for station 22, 
system 10 contemplates station 22 containing any collection and arrangement of 
elements. Moreover, system 10 contemplates implementing the functionalities of 
station 22 using any suitable distribution or separation of functionalities and 



ATTORNEY'S DOCKET PATENT APPLICATION 

062891.0443 

14 

components among devices at one or more locations. For example, foreign agent 20 
may implement some or all of the functions of station 22. Also, system 10 
contemplates station 22 performing additional functions, such as those of foreign 
agent 20. For example, station 22 may register with home agent 14 to receive 
5 tunneled packets containing data packets for communication to mobile devices. In 
addition, system 10 contemplates implementing each of the functional elements 
within station 22 using any suitable combination and arrangement of hardware and/or 
" software and implementing any of the functionalities using a computer program 
stored on a computer readable medium. 

10 FIGURE 3 is a flowchart illustrating the operation of elements in foreign 

network 18 in supporting network layer mobility for mobile devices. This flowchart 
provides exemplary methods of operation for foreign agent 20 and stations 22. 
Moreover, this flowchart illustrates the operation of elements upon detecting a mobile 
device subscribed to receive IP data services. 

15 Station 22 detects a mobile device at step 100 and determines a device 

identifier for the mobile device at step 102. As previously discussed, station 22 may 
use any suitable techniques or cellular triggers to detect a mobile device and to 
determine a device identifier for the mobile device. Using the device identifier, 
station 22 determines home network 12 for the mobile device at step 104. If the 

20 mobile device has a remote home network 12, as determined at step 106, station 22 
need not provide specialized registration for the mobile device to receive IP data 
services. However, if the mobile device has a home network 12, station 22 
determines an address for home agent 14 of the mobile device at step 108. 

In addition, station 22 determines an IP address for the mobile device at step 

25 110. As previously discussed, station 22 may use the device identifier to determine 
the address of home agent 14 and then to request subscription information from home 
agent 14 based on the device identifier for the mobile device. Alternatively, station 
22 may use the device identifier for the mobile device to determine the address of 
home agent 14 and the IP address for the mobile device by accessing local memory 

30 44. Using the address of home agent 14 and the IP address for the mobile device, 
station 22 initiates registration of foreign network 18 to receive redirect packets from 
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home agent 14. Thus, according to this embodiment, foreign agent 20 registers to 
receive redirect packets containing data packets for communication to the mobile 
device at step 112. Moreover, during this setup, station 22 and/or foreign agent 20 
may perform authentication procedures with home agent 14 to verify foreign agent 20 
5 as an authorized recipient of redirect packets for the mobile device. However, as 
previously discussed, system 10 contemplates any suitable distribution of functions 
between foreign agent 20 and station 22. Thus, station 22 may handle some or all of 
the functions described for foreign agent 20, such as registration to receive redirect 
packets from home agent 14. 

10 While the mobile device remains in the service area of foreign network 18, 

station 22 monitors the mobile device at step 114 and determines whether the mobile 
device remains in the service area at step 116. However, while this flowchart focuses 
on the operation of a single station 22, it should be understood that foreign network 18 
may contain any number of stations 22 serviced by one or more foreign agents 20. 

15 Thus, the service area of foreign network 18 may represent the area covered by any 
number of stations 22 under the control of one or more foreign agents 20. If the 
mobile device moves outside of the service area or otherwise loses contact with 
stations 22, foreign network 18 withdraws registration from home agent 14 at step 
118. In withdrawing the registration, foreign network 18 discontinues the tunneling 

20 of packets for the mobile device from home agent 14 to foreign agent 20. 

However, if the mobile device remains in the service area of station 22, 
foreign network 18 determines whether the mobile device has a data communications 
session for service at step 120. If not, station 22 continues monitoring the mobile 
device at step 114. However, to service a data communication session, foreign agent 

25 20 receives tunneled redirect packets from home agent 14 at step 122. These redirect 
packets may contain any suitable information for communication to the mobile device 
that have been received by home agent 14. For example, these redirect packets may 
encapsulate data packets addressed to the mobile device that have been received by 
home agent 14. Thus, foreign agent 20 may extract these data packets for 

30 communication to the mobile device at step 124 and then coordinate with station 22 to 
communicate the data packets to the mobile device at step 126. 
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This redirection of packets from home agent 14 to foreign agent 20 allows the 
mobile device to receive packets addressed to an IP address specifying a network 
remote from the current network providing access. Therefore, foreign network 18 
provides network layer mobility for the mobile device, while allowing the mobile 
device to operate without an awareness of this network layer mobility. During the 
data communication session, foreign network 18 monitors whether the session is 
complete or no longer serviceable at step 128. As long as the session is not complete 
and remains serviceable, foreign network 1 8 continues receiving redirect packets from 
home agent 14 and communicating information from these packets to the mobile 
device at steps 122-126. However, upon session completion or when the session is no 
longer serviceable, foreign network 18 attempts to continue monitoring the mobile 
device at step 114 and, if the mobile device has moved out of the service area, 
withdraws from registration to receive redirect packets at step 118. Also, foreign 
agent 20 may receive redirect packets before beginning to provide service to the 
mobile device. In this case, foreign agent 20 may discard received packets until 
establishing service for the mobile device. 

While this flowchart illustrates an exemplary method of operation for various 
elements of foreign network 18, system 10 contemplates foreign agent 20 and stations 
22 using any suitable techniques for supporting network mobility of mobile devices. 
Thus, many of the steps in this flowchart may take place simultaneously and/or in 
different orders than is shown. Moreover, as previously discussed, foreign network 
18 may use any suitable distribution of functions between elements to support 
network mobility of mobile devices. Also, system 10 contemplates foreign agent 20 
and stations 22 using methods with additional steps, fewer steps, and different steps, 
so long as the methods remain appropriate for supporting network mobility of mobile 
devices. 

In addition, while the methods, techniques, and equipment described in the 
preceding figures illustrate network mobility for wireless mobile devices, system 10 
contemplates using similar techniques to provide network mobility for any suitable 
IP-enabled device. For example, using these techniques, system 10 may provide 
network mobility for devices such as laptop computers coupled to foreign networks, 
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without requiring the IP-enabled devices to have an awareness of network mobility. 
Therefore, system 10 contemplates using these techniques to provide network layer 
mobility for devices regardless of the method of attachment to the network, be it 
wireless or wireline, or the protocols used for communications. 

Although the present invention has been described in several embodiment, a 
myriad of changes and modifications may be suggested to one skilled in the art, and it 
is intended that the present invention encompass such changes and modifications as 
fall within the scope of the present appended claims. 



